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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 33.899 
Study on the security aspects of the next generation system
[2]
S3-172259 

Discussion on flexibility of retaining or changing AS security key
3
Rationale

In TR 33.899[1], it is agreed that security mechanism for RRC inactive state to RRC active state transition should be made in phase I, but after RAN2 decides the detailed steps of inactive mode mobility.
At the RAN2#99 meeting, there was some agreements of RRC state transition from INACTIVE to CONNECTED for NR. The basic procedure for INACTIVE to CONNECTED to the same gNB has been already listed, the procedure seems like the procedure in LTE. 
Agreements

12.
For INACTIVE to CONNECTED RRC transition, RRC Connection Resume Request kind of message is sent over SRB0 carried by RACH MSG3.
FFS whether to have a common message/procedure for INACTIVE to CONNECTED RRC transition, RAN location area update (RLAU), re-establishment and for IDLE to CONNECTED transition.
13.
For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration.

FFS NR security framework for INACTIVE UEs.
15.
For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, MSG5 is RRC Connection Resume Complete kind of message over SRB1.

FFS whether this MSG5 can be omitted in some case

16.
For INACTIVE to CONNECTED RRC transition, when RAN cannot successfully retrieve and verify the UE context, RRC Connection Setup kind of message (same as used in agreement 8) is sent over SRB0 (which would enable a fallback to establish a new RRC connection similar to Rel-13 LTE).

17.1.
For case described 16, the UE releases the AS security context, as well as, AS context related configurations kept while in INACTIVE.

17.2.
For case described 16, the UE AS informs the UE NAS of a fallback to establish a new RRC connection due to a failure while resuming resulting in a NAS Service Request message to establish a new connection.
21. RRC Connection Resume Request kind of message includes UE identity (or UE context identity), establishment (or resume) cause information and UE's security information (e.g. authentication token).

FFS if MSG3 also could also include other information

22.
RRC Connection Resume kind of message can optionally include the dedicated radio resource configuration 

FFS: Whether RRC Connection Resume Complete includes NAS PDU, 5CN node selection information (e.g. selected PLMN identity or NSSAI)
As discussed in S3-172259[2], flexibility of retaining AS security keys shall be allowed as long as PDCP anchor is not changed, this contribution the retaining AS key procedure to the case of INACTIVE to CONNECTED procedure.
4
Detailed proposal

*************** Start of Change 1 ****************
8.2.2
Key handling at RRC state transitions

8.2.2.1 
Key handling at transitions between RRC-INACTIVE and RRC-CONNECTED states

Editor’s Note: The content of this clause is about key handling in state transitions from RRC-INACTIVE to RRC-CONNECTED and from RRC-CONNECTED to RRC-INACTIVE.
8.2.2.1.1
RRC-INACTIVE to RRC-CONNECTED transition
On RRC-INACTIVE to CONNECTED transition, the UE sends an RRCConnectionResumeRequest message to the target gNB, and the message shall include UE identity and AS-MAC.

If the PDCP anchor is not changed, the target gNB shall verify AS-MAC. If success, target gNB should not perform key derivation. In this case, the target gNB shall retain the AS key (e.g. KgNB, KRRCenc, KRRCint, KUPenc, KUPint), and shall not send NCC to the UE in the RRCConnectionResume message. Otherwise, the target gNB shall perform key derivation procedure and send the NCC to the UE in the RRCConnectionResume message.
Editor’s Note: The term of PDCP anchor is ffs.

Editor’s Note: Changing AS key when PDCP anchor is not changed is ffs. 
Once UE receives the RRCConnectionResume message, if NCC is not included, the UE shall continue to use the currently active KgNB.

If the NCC is included, the UE shall perform key derivation procedure.
Editor’s Note: The message name is ffs.

Editor’s Note: The IEs’ name in the message is ffs.

Editor’s Note: Details for message protection is ffs.

Editor’s Note: Key derivation procedure is ffs.

Editor’s Note: Procedure to resume to a new gNB is ffs.
8.2.2.1.2
RRC-CONNECTED to RRC- INACTIVE transition
*************** End of Change 1 ****************
